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|. CYBERCRIMINALITY OVERVIEW (1/4)

CAMEROON
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|. CYBERCRIMINALITY OVERVIEW (2/4)

National Agency for Information
and Communication Technologies
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. CYBERCRIMINALITY OVERVIEW (3/4)

The Cameroonian economy lost approximately 5.7 million $ in 2022 due to acts of cybercrime
perpetrated against Cameroonian companies and public institutions

Mapping of incidents recorded in 2022

2022

® Swindling

m Cyberharassment

m Defamation
Hacked accounts

M identity usurpation

M phone theft

W Cyberblackmail

H Others

« 1.7 million $ in financial losses due to phishing ;
« 2.8 million $ in financial losses due to skimming

« 1.2 million $ in financial losses due to system intrusions ;

10 788 vulnerabilities were discovered on the information systems
of companies during the security audits carried out by ANTIC
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|. CYBERCRIMINALITY OVERVIEW (4/4)

In 2023,
ANTIC received and processed :

v more than 16 050 requisitions relating to cybercrime in 2023;
v" 800 requests from users through our toll-free number;
v 37 complaints about financial scams;

v’ 823 complaints about the hacking of user’s accounts on social networks such as Facebook,
Instagram, WhatsApp, Gmail and Yahoo mail;

v' 721 complaints relating to the hacking of professional messaging systems inflicting heavy
financial losses on the victim companies;

v 80 complaints about phishing of websites, email addresses of Public and private companies.



.'I;wo laws have been adopted in December 2010

MINPOSTEL e Law n® 2010/012 relating to cybersecurity and cybercriminality;

e Law n° 2010/013 governing electronic communications in Cameroon;

N;I'Tlfc- e Law N° 2010/021 on Electronic Commerce of Cameroon.

 /

l gnstitutional status

ROOQOTCA ‘

i | / \ » MINPOSTEL elaborates policy and supervises ICT and Security sector among others;
ANTIG;

o ANTIC is responsible for applying regulations on security activities and Promotion;
‘ and awareness of ICT.

‘ CAMGOVCA ‘ | ACAS

e Accredited Certification Authorities.
\_




Il. LEGAL FRAMEWORK AND ORGANISATION (2/3)

m The Law N° 2010/012 relating to cybersecurity and cybercriminality

Article 17. The advanced electronic signature has the same legal value as the
handwritten signature and produces the same effects as the latter.

The Law N° 2010/021 of 21 December 2010 on Electronic Commerce of Cameroon

Article 35: Officials documents may be authenticated in Government services using
electronic certificates and signatures.




Il. LEGAL FRAMEWORK AND ORGANISATION (3/3)

LEGAL AND REGULATORY FRAMEWORK ACQUIRING PAYMENT METHODS

ACQUISITION OF ADDITIONAL ON THE DOC@UTHANTIC
Laws, Decrees, Orders MODULES (KMI, OCSP, TSA) ISSUING OF TLS CERTIFICATES SOLUTION
2012 2015 2021 2022 2023
2010
PUBLIC KEY AQUISITION OF JAVA
INFRASTRUCTURE APPLETS AND ACTIVE X ACQUISITION OF THE CROSS-PLATFORM
IMPLEMENTED APl OF SECURING APPS SECURITY TOOLKIT

I'an deux mil douze et le 29 octobre
M. Jean-Pierre BIYITI bi ESSAM, 3, au nom de S.E.1 ANC
Premier Ministre, Chef du Gouvernement, proce
du Centre abritant !'Infrastructure nation:
fruit de la Coopération Car




[11. PRODUCTS AND SERVICES (1/2)

Our products

n  Certificat >

Général Détails Chemin d'accés de certification

Chemin d'accés de certification

|$| CamR.ootCA
----- @ CamGovCA
il

Afficher le certificat

Etat du certificat :

Ce certificat est valide.

Qualified electronic certificates
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Advanced Electronic
Signature

ﬁ https://

TLS Certificates

appuyez sur le bouton pour lancer le scan

ANT Copyright ANTIC Cameroon 2022

Doc@uthANTIC
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Securing online transactions

>

Securing applications

Securing websites

Timestamping
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Selectionner un organisme
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Approval of
Document authentication cryptographic means
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VI. INTEROPERABILITY AND MUTUAL RECOGNITION (1/4)

According to the 2010 Law relating to cyber security and the CAMEROON
fight against cybercrime, in its “article 20. - (1) An electronic CYBERASPESURITY
certificate issued outside the national territory produces the CYBERCRIMINALITY

same legal effects as a qualified certificate issued in Cameroon LAW
If there is an act of recognition of the issuing authority signed
by the Minister of Posts and telecommunications
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VI. INTEROPERABILITY AND MUTUAL RECOGNITION (2/4)

ANTIC has joined the AAECA-Net (Arab & African e-

Certification Authorities Network) since 2021, a network m A AEC A-Net
of 12 Members, which general objective Is to create a % m———
- . - . 1al
secure environment for interregional e-transactions, é‘\\ i e N il s e

through mutual recognition between different Members.
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The main missions of this organization are as follows:

v' Unifying and harmonizing the interregional laws

related to e-transactions and e-trust services based on
International experiences;

v Working on the interoperability and mutual

recognition between the Arab and African e-
certification authorities as a first step, and between the
countries of the two regions and the rest of the world
in further steps;

Establishing multilateral conventions that ensure the
interoperability and mutual recognition of e-trust
services between the countries of the two regions and
other foreign countries.

3% Edition : 9t
il i Gl gl i
Interregional Digital Trust and Standardinsion Forem
Resity x4 Otk ot e ms gt
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VI. INTEROPERABILITY AND MUTUAL RECOGNITION (4/4)

During November 2022 AGM of the organization, a
Working Group was established for the development of a
Strategy for mutual recognition.

2\ AAECA-Net

The Working Group is consisted of Certification %Q e LT —”
Authorities from Tunisia, Cameroon, Benin, India, Sudan, .//,\\\ arasyllaaill aralsllasill
Saudi Arabia, and Qatar.

The objective of this Working Group is to develop a
strategy that enables mutual recognition between the
Certification Authorities of the represented countries.
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V. ACHIEVEMENTS (1/8)

Securing Electronic Platforms with cryptographic API

COMMERCE EXTEREUR-GiE

() GUCE vsonoson ACCUEL  SERVICES ~ ACTUALUTE  PARTENARES  PRESENTATION  FAQ Q

Cameroon On-line E-Procurement System

En ir Enregistrement des AC/MO

Bidding System

ENHANCED
INFORMATION

Bienvenue
> ~ ; A Systéme électronique de passation des Projels Avis dppel Systeme du Texies PKI
eGucePortal / Services / Procedures electroniques marchés pubiics du Cameroun Programmés d0fres Tin exteme réglementaires

Al AG AL ROUTES more +
Yot e gl e Menu d'accés direct Q IS LS
Procédures électroniques T e
[ DIRECTION GENERALE DES DOUANES] ACQUISITION DE CLIMATISEURS 2911112022
Mot daccueil
Le e-GUCE permet aux acteurs du commerce extérieur de réaliser différentes opérations a partir de postes de [ CAISSE AUTONOME D'AMORTISSEMENT] RELATIVE ALACQUISITION DU MATERIEL ET 011212022

Présentation du systéme COLEPS
i N [ CAISSE AUTONOME D'AMORTISSEMENT] SOUSCRIPTION DE LA POLICE D'ASSURANCEGL .. (071272022
travail de type PC. Comment se rendre au MINMAP?

Manuels [ CAISSE AUTONOME D'AMORTISSEMENT]

Les documents obl

ires 1t transmis sous forme d'ima informatiques et les inform s transitent Q3A ACQUISITION EN DEUX (02) LOTS INDEPENDANTS DE VERICULES ALA CAISSE AUTONOME D'AMORTISSEMENT (CA
S il S Iorme a’'images iniormatiques et ies Inforr S (ransient

FAQ 08H22022
Centre d'appel

d'ordinateur a ordinateur sans recopie, éliminant les risques d'erreur de saisie, et de facon confidentielle

L'acces Internet a travers le systéme du GUCE met en contact les partenaires avec les réseaux internationaux

Organe de gestion | Annonces des AC/MO more &

mondiaux d'échanges de données du transport et de la finance. Jor—

Nos services L'acces au e-Guce ce fait en cliquant sur le bouton suivant




V. ACHIEVEMENTS (2/8)

Securing Electronic Platforms with cryptographic API
[Ci'Afriland First Bank

- > CREDITEN LIGNE |
The ,‘D.u'r with Success LOAN ONLINE

[ @N fYin Ol FRANCAS

CONNEXION J

Aide 3 |a connexion

Agence des Normes et de la Qualite

(&, Une al

[YSSV=[M NOUS CONNAITRE | ORGANISATION | RESEAU | OFFRES | PLACEMENTS | FINANCE ISLAMIQUE | CARRIERES | CONTACT

N'attendez plus!
est déja disponible

L'AVENIR APPARTIENT
A CEUX QUI SE LEVENT TOT !

ANOR -

j— £n ligne [:‘L'_]u NORMALIATION
iy LANCEMENT DUPROGRAMMEDE ~ JOURNEE MONDIALE DE LA PROJET DE DEVELOPPEMENT DES
FORMATION T DINSERTION NORMALISATION 2022:ESPMEET LS~ CHAINESDEVALEUR DELELEVAGE T
PROFESSIONNELLE DES FEMMES ETDE.. TPE CAMEROUNAISES FACE AUDEFID...  DELA PISCICULTURE PDCVEP)-.
Actualités » ‘ Ty A WE
09 POLITIQUE QUALITE AFRILAND FIRST |_| Agence locale 4 r S 1 N R \P
Jun. BANK | | Guichet Automatique de Banque (GAB) ) BV sl R
08 MODALITE D'UTILISATION A L'EXTERIEUR || Terminal de Paiement (TPE)
) Lo | o SENSIBLSATION OES PARTIES PRERANTES DE A
ELECTRONIQUE. | " Flash Transter || MoneyGram REGION DU NORD SUR LES NORMES, LA QUALITEET | -
09  CONDITIONS DE BANQUE 2022 . SmallWorig || Moble Moy LEPECAE ANOR -CAMWATER: ADEMARCHE | JOURNE MONDIALEDE LA LA NORMALISATON EF LA QUALTE AU
g QUALITE AU CGEUR DES NORMALISATION 2022, UNEVISION  MENU DE LA 13EME EDITION DU SALON
Joutes s anonces» | PREOCCUPATIONS COMMUNE POUR UN MONDE MELLEUR  INTERNATIONAL D LENTREPRENAR..
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V. ACHIEVEMENTS (3/8)

Securing Web mails with Qualified certificate

@ mail.minesup.gov.cm

AGENCE DE
REGULATION DES
TELECOMMUNICATIONS 5

Rdguler c'est fociliter

&) zimbrar

SYNACOR PROD

Username:

Utilisateur:
Password:
Mot de passe:

[ Stay signed in i
B Mémoriser mes valeurs d'acces| Connexion

HeEri Default v B TIE Sion : Par défaut " En savorr plus



V. ACHIEVEMENTS (4/8)

Securing Web Sites with TLS Certificate

& mintpcm & @& minfof.cm

MINTP : BP 15406 Yaoundé Secretariat : 222 22 19 18 E-mail : couriermintp@mintp.cm ‘ r 'l y ! MAILTP f °Y0|1Tl|he { )rrancais &Anglais

Ministere des iorets et de [a Traune
Ministry of Grorestry and Wildlife

LE MINISTERE v DOCUMENTATION~  PUBLICATIONS~  PARTENARIAT v ECOLES DE FORMATION v  MEDIATHEQUE v  CONTACTS

REPUBLIQUE DU CAMEROUN REPUBLIC OF CAMEROON
Paix -Travall - Patrie Peace - Work - Fatherland

MINISTERE DES TRAVAUX PUBLICS MINISTRY OF PUBLIC WORKS

Accueil  Le Ministéere  Projets/Réalisations  Appels D'Offres  Services  Espace Presse  Documentation  Contacts

.Le Mot Du Ministre

Luttercontre les surcharges des poids lourds préjudiciables a la durée de vie des chaussées

- English

e. Nous espérons vivement que vous soyez les acteurs de notre

organisation. En effetnous sommes chargés de Iélaboration, de la mise en ceuvre et de

avons pour responsabilite: -la gestion et la protection des foréts du domaine national ,; - la mise
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V. ACHIEVEMENTS (5/8)

Securing Documents

REPUBLIQUE DU CAMEROUN
Paix-Travail-Patrie
MINISTERE DE LELEVAGE, DES PECHES
ET Dss INDUSTRIES ANIMALES

REPUBLIC OF CAMEROON
Peace-Work-Fatherland

MINISTRY OF LIVESTOCK, FISHERIES
AND ANIMAL INDUSTRIES

SECRETARIAT GENERAL

(ENTRE NATIONAL DE FORMATION ZOOTECHNIQUE ET VETERINAIRE
NATIONAL CENTRE FOR ZOOTECHNICAL AND VETERINARY TRAINING

ATTESTATION DE REUSSITE
TESTIMONIAL OF SUCCESS

N° 046JIv22

Vi le décret n” 96/010 du 15 janvier 1996 portant statut des Centres Nationaux de Formation Zootechnique et Vétérinaire.
Mindful of decree N° 96/010 of January 15th 1996 bearing the status of National Centres for Zootechnical and Veterinary Training.~

Session de Mai 2022
Session of
RS
Né(e)le: 44 Février 2000 7T
Bornon : at
A satisfait aux différentes étapes de son évaluation pour fobtention du  BREVET DE TECHNICIEN VETERINAIRE
Has fulfilled the requirements for the award of
Mention  ASSEZ-BIEN

En foi de quoi la présente attestation lui est délivrée pour servir et valoir ce que de droit. Grade

In witness whereof, this testimonial has been issued to serve the purpose for which it is established.

Faita  Yaoundé le 14 Juillet 2022
Done at { on

de b divance du dinme. Sous micun préceste e peut e et s ueata e’
‘oc‘!u%\!umﬂknm»mmwd-dnudnp:lhr—-ldhqh\-llnhv wil the bl b

/

=
OO
AL TRAVAK PATHIE n ader PEACE- WORK - EATHERLAND

MINISTERE DE LAGRICULTURE ET DU DEVELOPPEMENT RURAL m—————" MINISTRY OF AGRICULTURE AND RURAL DEVELOPMENT
gicetine t u Dbveoppement
SECRETARIAT GENERAL SECRETARIAT GENERAL

DIVISION DE UENSEIGNEMENT ET DE LA FORMATION 4 " AGRICULTURAL, COOPERATIVE AND COMMUNITY EDUCATION
AGRICOLES, COOPERATIFS ET COMMUNAUTAIRES Wnistry of Ageicolture and Rursl Development AND TRAINING DIVISION

ECOLE TECHNIQUE D’AGRICULTURE DE SANGMELIMA

ATTESTATION DE DIPLOME
DIPLOMA TESTIMONIAL

» 0840  /23/AD/MINADER/SGDEFACC

f | 1{ Il
((((( ( m i‘ de la Division de PEnseignement et de la Formation Agricoles, Coopératifs et Communautaires atteste que :

A

The Head of Agricultural, Cooperative and Community Education and Training Division certifies that:
M/Ms :
Né(e) le : 08-03-1999 A: FREING-HEING Matricule N° : 21 ATA140-B
7 At Registration N°:
A obtenu le Dipléme ' AGENT TECHNIQUE D’AGRICULTURE
Has been awarded the Diploma of Assistant Agricultural Technici

Session : Juillet 2023
Session: July 2023
En fot de quot la présente atte:
This testimonial is therefore iss

Ingénieur d'Agriculture
Hors Echelle
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Securing Documents

V. ACHIEVEMENTS (6/8)
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CENTRE D'ETAT CIVIL/ CIVIL STATUS REGISTRATION CENTRE
Ou it MAIRE DE MOKOLO

N*: 2022/ENJ 2010004
Nom de lenfest | Surmame of the Chid WOLFDYE
Préncems de Nendant | Glves name of e Chikd VICTORNE
Néje) be | Bom on e Qunze pate! decx mrlle wrgl-deux
A A MNokoo Sexe | Sex : Fiéren

De /Of - NGUEZANA NARTIN

Nédk (Sormm Ba oo o lthe 30 20t 1998
Domicilis & | Resident st B oo ' <
Profession | Occupetion - ke

de / L= II*MIIDU‘BGMHAW
Etda | And Of ADINA 1ISABEL
Née b | Born st Cda du tasam ol the 06 juan 1905
Deomicilies & | Resident ot B vcnn J [+
Profession | Occupation = Eve-rmaste

de / - NUNVERD 101455844 DU 29012021 A ENIY
Déclars lo | Declared on (1 wale 2002 Par By : HOUREY
“ﬁ&ENI MECICO-SANITAIRE AU O DE MOKCLOT  Enregiates ba ( Registred on the ) sole 20022

leaguelts ond certdfe  srcheld O e prdsends céciaTeion - Whe alfested 1o e buth of o decaton
Par nous ( By Us - ».w-mm Officier d'etat Civil - Civil Status regatear
Assisté de - In B presence of ©:  MOUSEA Jean SAKONE Secretaire &'état Civil - Secretary

Le Secretaire | Secretary L'OMicier ( Megiatrar

NPU : 202207 15000001 361
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V. ACHIEVEMENTS (7/8)

Securing Documents

REPUBLIQUE DU CAMEROUN It REPUBLIQUE OF CAMEROON

CNT12 - caution ast - 12% Pain-Traw ail-Patrie Peace-Weork- Fatherisned
Evaluation Only. Created with Aspose.Words. Copyright 2003.2022 Aspose Pry Led. MINISTERE DES FINANCES MINISTRY OF FINANCE
N SECRETARIAT GENERAL SECRETARIAT GENERAL
CIRECTION GEMNERALE DU BUDGET GENERAL DIRECTORATE OF THE BUDGET
TITRE : ONT12 - cyotion test DIVISION DU CONTROLE BUDGETAIRE, DE DIWVISION OF BUDGETARY
MARCHE  mearche tastd! L'AUDIT ET DE LA QUALITE DE LA CONTROLAUDIT AND EXPENDITURE
¥ DEPENSE QUALITY
PRESTATAIRE pressamsirs 01 - e—— ——
S BRIGADE DU CONTROLE DE LA SOLDE ET SALARIES AND PENSIONS CONTROL
GUARANT -gurant sestl DES PENSIONS BRI GA DE
TYPE -CAD T U
INTANT : 12000000 .0 M. ... . /MINF/SG/DGR/DCOBBCS P

ATTESTATION DE VIREMENT IRREVOCABLE
(ATTESTATION OF IRREVOCABLE TRANSFER OF SALARY)

I — Signataire(s) {m — Poste(s) } - Status

Le Directeur Géndral du Budget soussignéd. attesie que les soldes et accessoires de
M e e

wie QD Ministére QD
Sont sur by demande de l'intéressdé(e), imévocablement virdés b son compta

Cette domiciliaion ne peut étre mod ifede qu'avec I'accord écrit et préalable
De {**) Monsieur le Directeur Géndral de . D

En fol de quol la présente attestation de virement irrévocable lul

@Sl délivrde pour servir et valoir ce gue de droit

™) Nom de la bangue
*) Directeur Géndral (Votre Bangue)

Fait & Yaoundé, le (I
POUR LE DIRECTEUR GENERAL DU BUDGET

Created with an evaluation copy of Aspose.Words. To discover the full versions of our APIs please visit:
https://products.aspose.com/words/

NOENG ALBERT | ERE MIE

-Page 1’1 - 20072023 - 1213

Irrevocable transfer salary attestation
from MINFI 2

Road fund deposits documents




V. ACHIEVEMENTS (8/8)

Overview of secured transactions from 2022 to 2023

(ANTIC

AT A

{exFjalumastivs o i} P ———

Companies/ . ..
Institutions Transactions Quantities
ANOR Securing documgntg issued by ANOR with 21398

advanced electronic signature

Securing Students diploma with advanced
MINEPIA electronic signature delivered by this Institution L4

Users operating with electronic certificate on
MINMAP COLEPS 985
BUNEC D_|g-|taI|zat|on o_f Civil Status in Cameroon with 7053

Visible Electronic Stamp

Total 30350

2023 (ongoing)
Companies/ . "
Institutions Transactions Quantities
ANOR Securlng d_ocuments issued by ANOR with advanced 18 444
electronic signature
BUNEC Dlgltallz.atlon of Civil Status in Cameroon with Visible 6 435
Electronic Stamp
CAMRAIL | Securing Rail tickets with advanced electronic signature 31 4505
MINFI Securing Ministry of Finance documents (AVI) 30 000
MINADER S_ecurlng S_tudents dlp_loma_ W|_th advanced electronic 9 565
signature delivered by this Institution
MINEPIA S_ecurlng S_tudents dlp_loma- Wl-th advanced electronic 1928
signature delivered by this Institution
MINMAP | Users operating with electronic certificate on COLEPS 1207
FONDS . .
ROUTIER Securing documents related to road fund deposits 20
Total 276 104
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VI. DIFFICULTIES AND PERSPECTIVES (1/2)

Difficulties
N
« Lack of regulations requiring Institutions to use electronic certification to secure their electronic applications;
J
)
» Weak adherence to the security audit recommendations by the administrations;
J

« Inadequacy of the legal framework to technological developments;

« Ignorance of regulatory texts relating to the approval of cryptographic means by the users who are subject to}
them.
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A
VI. DIFFICULTIES AND CHALLENGES (2/2) ?ﬁﬁtﬂ.

O Capacity building to overcome security challenges;

Challenges

1 Requesting financial means from funders to reinforce hard and soft infrastructure;
 Strengthening the legal and regulatory framework;

 Carry out an approval homologation framework for cryptography means.

K |
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