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Countries, using digital signature 
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Based:

• General guidance on the 

legislation in the field of ES: 

a summary of the legislation 

and execution by country /© 

Adobe Systems 

Incorporated 2016.

• Global cybersecurity index 

and profiles on 

cybersecurity. Report. ABI 

Research carried out by the 

ITU cybersecurity group. 

April 2015



CIS is:

3

11 countries 

Population: 282 million 

(2014 data) 

The territory is 22.1 million 

square km. 

Total GDP: $ 462 billion
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PKI in CIS:

1. The main field of application is e-signature

C

G

B
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PKI in CIS:

2. All countries have special national legislation in the field of e-

signature and PKI
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PKI in CIS:

3. A number of countries have national cryptographic electronic 

signature standards that are not compatible between CIS countries
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PKI in CIS:

4. Most countries have national Public Key Infrastructures that are not 

linked between CIS countries and are based on national requirements 

that are not harmonized within the CIS



Mutual recognition mechanisms
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Most popular MRM in CIS
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MRM in EAEU
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ECI-1.9-01
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TTE for G2G in EAEU
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Belarus Russia

Supplier

A pilot project for the exchange and recognition 
of trade-related documents (TRD)
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Agreement on cooperation in the field of mutual recognition of 
electronic legally significant documents B2B Russia-Azerbaijan

ECI-1.9-01
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TTE based on TTP service
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MRM Russia - EU
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Amendments to the 63-FL “On electronic 

signature”

1. Significant increase in requirements for accredited CA

2. Introduction of the cloud-based electronic signature technology

3. Change in authority management procedures

4. The introduction of a trusted third party (TTP)
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Article 18.1. Trusted third party

1. Trusted third party provides services:

a) to confirm validity of the electronic signatures involved in the signing of 

the electronic document, including establishment of the fact that these 

certificates have been created and issued by accredited certifying 

authorities whose accreditation is valid on the date of issuance of these 

certificates;

Amendments to the 63-FL “On electronic 

signature”
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b) to verify the compliance of all qualified certificates involved in the 

signing of the electronic document with the requirements established by 

this Federal law and other normative legal acts adopted in accordance 

with it;

c) to verify the ownership of the holders of the relevant qualified 

certificates of qualified electronic signatures with which the electronic 

document is signed;

d) on verification of the force of the electronic interaction of the 

participants

Amendments to the 63-FL “On electronic 

signature”
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e) on creation and signing by the qualified electronic signature of the 

trusted third party receipt with result of the electronic signature check in 

the electronic document of reliable information on the moment of its 

signing;

f) data storage, including documentation of operations performed by a 

trusted third party.
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Article 18.2. Accreditation of a trusted third party

- Specified the requirements for accreditation similar to the 

requirements of the CA are presented. In particular, the 

requirements for the financial assets of the TTP operator are at 

the current rate of about 14 million euros

- Specified the requirements for certification of TTP software and 

hardware by Federal Security Service

Amendments to the 63-FL “On electronic 

signature”



PKI-Forum Russia
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The International 

Scientific and 

Practical 

Conference "PKI-

Forum Russia" is 

scheduled for 

September 15-17, 

2020 in St. 

Petersburg for the 

18th time.

https://pki-forum.ru/english

https://pki-forum.ru/english


PKI-Forum Russia
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For 18 years the PKI Forum has been maintaining the status of an important and authoritative platform to 

exchange opinions and expertise and to work out coherent positions, tactics and strategies for a further 

development of the key component of the digital economy - the trust infrastructure.



PKI-Forum Russia
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Over the past time, the 

conference was 

attended by more than 

4800 participants: 

international experts, 

representatives of 

certification centers, 

international 

organizations, 

commercial structures, 

public organizations, 

educational institutions 

and scientific institutes 

as well as federal and 

regional authorities of 

the Russian Federation 

and the CIS countries. 

The most active industry 

actors make up the 

circle of regular 

participants in the PKI 

Forum.



PKI-Forum Russia

24

The international status of the conference is confirmed by the participation of the European Union, the 

Eurasian Economic Union, the Commonwealth of Independent States, the Shanghai Cooperation 

Organization as well as representatives from countries of Southeast Asia, and North America. 



PKI-Forum Russia
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At the same time, the PKI is constantly expanding its presence abroad - so, the first international PKI-Forum 

conference was held in Uzbekistan in 2008. On September 20, 2012, a Memorandum of Intent between the 

organizing committees of international conferences on Public Key Infrastructure and electronic signature, joined by 

“PKI-FORUM RUSSIA”, the European Forum on Electronic Signature “EFPE”, “PKI-FORUM UKRAINE”, was signed 

in St. Petersburg, and “PKI-FORUM Kazakhstan” joined the Memorandum in 2013.

PKI-Forum Uzbekistan 2008 EFPE 2017 (Poland)



Welcome to PKI-Forum Russia 2020!
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2

Main topics of the PKI-Forum 2019  

Report of the PKI- Forum 2019

https://www.youtube.com/watch?v=v-rayAtNWW4&feature=youtu.be
https://www.youtube.com/watch?v=OmIpLcmrRW4&list=PLPEimLytoaeKbhc-bLHii4rVg_hXK0gZU


Thank you for attention!

www.pki-forum.ru


