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NPKI & GPKI

— National PKI

| Established in 1999 under the Electronic Signature Act
| Competent Authority : MSIT

| Root CA : KISA (Korea Internet Security Agency)

| Main Customer : Individual, Company

X MSIT(Ministry of Science and ICT)

— Government PKI
"

| Established in 2001 under the E-Government Act
| Competent Authority : MOIS

| Root CA : GCMA (Government Certification Management Authority)

| Main Customer : Public Servants
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PKI Scheme
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Accredited CA

—
— 6 CA are accredlted by MSIT until how
_____
Accredited CA Accredited Date Website
KICA o 7" 2000. 02. 10 http://www.signgate.com
5;3,!:!,!.5355;&,’ 2000. 02. 10 http://www.signkorea.co.kr
UBS-@ 2000. 04. 12 http://www.yessign.com
g! JSSCERT 2001. 11. 24 http://www.crosscert.com
TRAD;S@ 2002. 03. 11 http://www.tradesign.net
INITECH 2019. 06. 14 http://www.inipass.com
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Accredited CA

Iy
— 6 Accredited CAs issued accredited certificate to subscriber
around 40 million in total
1
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a PKI Business Model in Korea




Oniine Banking

——————

| All the Banks and Post Office provide internet banking service

using accredited certificate
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Oniine Stock trading
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certificate

secure online transaction ('03. 3)
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| Security corporations provide online stock service based on using the accredited

| Online stock trading services recommend using accredited certificates for

S EEEEEEEEEEEEEEEEEEEER
ke

) )
W 2Ex % (0RE BEea]
=p =% =] =g
omciaa  wwma  mmsa

[TRIRs ToEw T8
s 20507 &

sa@) | weswy | eisw asmen |

©2012/3/14 2210 S A23y
] avax swss DuSAN 0GR SFws OAORA il
W3ns OEAY wAR 0ISQ0I BNEE HESENW

Cewdt Dmow swe e

) Korea Internet &
KISA " Security Agency



R RRRRE———————————————..
Public Service

—————SSSSEEEEEEEEEEEEREEE

| Housing subscription deposit system, Education, Medical information,
e-bidding ('06)

| Housing subscription, the year-end tax adjustment, NEIS, National health
Insurance, etc.
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NEIS (National Education Information System)
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Smart Phone Bankingd

——

| Smart Phone Banking service with certificate ('10~)

® Transferring a certificate from PC to smart phone
® Generating electronic signature in smart phone
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http://itunes.apple.com/us/app/id340826757?mt=8
http://itunes.apple.com/us/app/id347880188?mt=8
http://itunes.apple.com/us/app/id357484932?mt=8
http://itunes.apple.com/us/app/mirae-asset-m-stock/id351823961?mt=8

FIDO + PKI services

| FIDO authenticator(Fingerprint, Iris, etc) replaces the entering password of NPKI private key
| Store NPKI private key in Trust Zone embedded in the Smart phone

| No ActiveX in PC, Sensitive information is encrypted in Smart phone TEE

Process
N . Push Digital Sign.
Visit Web site . message (Login)
PC C—p ‘ ; -— D

Run Relying Party App
in Smart phone
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HTMLS Web Standard PKI Technology

| Store PKI private key in Web browser that supports HTML5
I HTMLS5 based PKI technology without downloading and installing any plugins
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Kookmin Bank (Online Banking) HomeTax (National Tax Service)
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loT Smart device authentication

| IEEE 1609.2, CAMP VSC5
(Crash Avoidance Metrics Partnership Vehicle Safety Communications 5)

| Digital signature and encryption based on PKI certificate

CAMP LLC
Vehicle Safety Communications 5 (VSCS)
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BrﬂSIC Safety Message (BSM)

guarantee integrity

» Contains location, velocity, steering angle...

Digital signatures to \

» Transmitted up to 10x second

Option to verify-on-demand:

only verify messages that will
result in driver’s warning
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BlockChain + PKI services

I A single integrated application provides various PKI services by 6 different CAs

I Installing additional browser plug-ins is NOT required

BlockChain solution for accredited certificate
(40 million certificates)
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Internet On, Security ln!

Thank you
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