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e Introduction

emdha Information Technology (Trust Service Provider)

P
DIGITAL
IDENTITY

Formed in 2019, 100% Subsidiary of BTC Networks
Provider of Digital Signature Certificates, Trust Services & Process Automations
Certified by WebTrust for Certification Authorities (WT4CA)

IMS Certified in FIVE ISO Standards

Listed in the National Cybersecurity Authority (NCA) portal as a Registered o
Service Provider , ..7—-

embersof: - SERVICE
fico s, PROVIDER

ALLIANCE
Principal Member Associate Member Executive Member

Asia PKI Consortium
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A iz Pioneering Accomplishments IDENTITY
Paperless and Presence-less Signing Service
;"‘ duidillg cladllg Cullaiydl aud
v 15t Certification Authority (CA) in KSA to be Licensed By {_.CST Communications, Space &
— Technology Commission
2
: fg 23 SDAIA
S i i RO Sttty
v T CAin KSA to be Recognized By o dmpenlla . St ey

Digital Government Authority

15t CA in KSA to receive the WebTrust Seal

Trusted By global root stores

Adobe

Compliant to KSA e-Transaction Law, Article#14 (Digitally signature shall be equal to a handwritten

signature, having the same legal effects)
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" About BTC Networks

* Formed in 1976, 100% Saudi Ownership with focus on ICT
and System Integration

Highest Partnership Relationship with more than 100+ '

technology vendors

Annual Revenues : > 1 Billion SAR (USD 267 Million)

Licensed Operators for : VSAT, NOC, SOC, Cloud Services

* More than 1200 employees

1ISO 9001 & 31000 Certified
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Timeline — Digital Transformation Journey in Saudi Arabia

.
Establishment of
NCDC (now DGA)

2001

-
Establishment of
Root CA

March 2009

eTransactions
Law

March 2007

A

Establishment of
Government CA

r

Vision 2030
Announced

April 2016

.
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PKI Hierarchy in KSA

CATYPE

ROOT CA
(KSA
TRUST ANCHOR)

INTERMEDIATE CA
(LEVEL-1)

ISSUING CAs
(LEVEL-2)

[
DIGITAL
IDENTITY

Certification Authority (CA)

Saudi National Root CA (NCDC/DGA)

BTC / emdha
Licensed CA

STCS Intermediate CA

emdha eSign CA g

emdha DSC CA

emdha TSA CA

Government CA

STCS Identity
CA

STCS Qualified
CA
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emdha

Timeline — Establishment of emdha —1/2

.
Commercial CA
License Awarded
by CST

LJanuary 2017

~
Launched emdha
eSign (Model 1)
Services

~

emdha
established
Intermediate CA &
eSign Issuing CA

December 2019

A

LFebruary 2020

WebTrust for CA
Certification

Renewal :

& lymee
DIGITAL

IDENTITY

7

Establishment of
User Verification and
Authentication
System

February 2022

.

\

.
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emdha

Timeline — Establishment of emdha —2/2

.
Launch of emdha
eSign (Model 2)
Services

LMarch 2022

\

emdha
established DSC
CA & TSA CA

LOctober 2022

r
Established
TimeStamp
Service under TSA
CA

November 2022

IMS with FIVE
ISO Standards

& lymee
DIGITAL
IDENTITY

7

Launched
Workflow & DSC
Services

February 2023

\, J




ISO/IEC 27001:2013
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Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

This is o certy thats emdha Information Technology
(A subsidiary of BTC Networks)
Al nter, Tower 3
6th Flooy, Suite 366

, Riyach 11431
Kingdom of Saudi Arabia

Holds Gertficate Not 15 779209

and operstes an 150/IEC
27001:2013 for the following scope:

Information Security Management System for the Digial Trust Services for Individuals and
‘Organizations at emdha Information Technology, at. Canter Tower 3, 6th Floor, Sute
366, Olaya, Riyadh 11431 Saudi Arabia. This is with reference to Statement of Applicabilty
1.0 dated 24/09/2022.

-

wplaaz

Theuns Kotze, Managing Director Assurence - IMETA

For and on behalf of BST:

Original Registration Date: 2023-01-05
Latest Revision Date: 2023-01-05

Effective Date: 2023-01-05
Expiry Date: 2025-10-30

i @ Page: 101
@ making excellence a habit’
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ISO/IEC 27701:2019

. bsiy
bsi. ® &%
Certificate of Registration

Privacy Information Management System - ISO/IEC 27701:2019

This s to certy that: ‘emdha Information Technology
(A subsidiary of BTC Networks)
AlMousa Center, Tower 3

6th Floor, Suite 366

Olaye, Rivadh 11431

Kingdom of Saudi Arabia

Holds Certficate Not PM 779214

and operates a Privacy
1S0/1EC 27701:2015 for the following scope:

Personal Information the Digitl Individuals
and Organizations <t emdha Information Technology. st AlMousa Center, Tower 3, 6th Floor,
Suite 366, Olaya, Riyach 11431 Saudi Arabia. This is with reference to PIMS Statement of
Applicabiity v.1.0 dated 01/11/2022.

g@mrz/

Theuns Kotze, Managing Diractor Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2023-01-05
Latest Revision Date: 2023-01-05

Effective Date: 2023-01-05
Expiry Date: 2026-01-04

Page: 10f1

making excellence a habit”

ISO Certificates

ISO/IEC 9001:2015

bsi. &

Certificate of Registration

QUALITY MANAGEMENT SYSTEM - ISO 9001:2015

This is to certify that: emdha Information Technology
(A subsidiary of BTC Networks)
AlMousa Center, Tower 3

6th Floor, Suite 366

Olaya, Riyadh 11431

Kingdom of Saudi Arabia

Holds Certificate No: F$ 779211

and operates a Quality Management System which complies with the requirements of SO 9001:2015 for the
following scope:

Quality Management System for the Digital Trust Services for Individuals and Organizations at
eemdha Information Technology, at AlMousa Center, Tower 3, 6th Floor, Suite 366, Olaya,
Riyadh 11431 Saudi Arabia.

7

gz

Theuns Kotze, Managing Director Assurance - IMETA

For and on behalf of BSI:

Original Registration Date: 2023-01-05
Latest Revision Date: 2023-01-05

Effective Date: 2023-01-05
Expiry Date: 2026-01-04

Page: 10f 1

making excellence a habit”

the property of BST and iz bound by the condiions of contract

ISO/IEC 22301:2019

ISO/IEC 20000-1:2018

bsi. ® &

Certificate of Registration

IT SERVICE MANAGEMENT SYSTEM - ISO/IEC 20000-1:2018

This is to cartfy thate emdha Information Technology
(a subsidiary of BTC Networks)
AlMousa Cente, Tower 3

6th Floor, Suite 366

Olaya, Riyadh 11431

Kingdom of Saudi Arabia

Hoids Cerbficate Not ITMS 779208

and operates an IT x 150/1EC.
the Following scope:

Digital indiviuals izations ot emcha Information Technology, ot
AlMouss Center, Tower 3, 6th Floor, Suite 366, Olaya, Riyadh 11431 Seudi Arabia, This s with
to Service Catalogue v.1.0 doted 14 Nov 2021.

@g@fz/

Theuns Kotze, Fianaging Director Assurance - IMETA

For and on behalf of BSIt

Original Registration Date: 2023-01-19
Latest Revision Dater 2023-01-15

Effective Date: 2023-01-19
Expiry Dater 20260118

- é Pager 1o 1
o making excellence a habit”
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Certificate of Registration

BUSINESS CONTINUITY MANAGEMENT SYSTEM - ISO 22301:2019

This is to certfy that: iha Information Technology
(A subsidiary of BTC Networks)
AlMousa Center, Tower 3

6th Floor, Suite 366

Olaya, Riyadh 11431

Kingdom of Saudi Arabia

Holds Certficate No: BCMS 779212

and operates 4 Business Continuty
for the following scope:

150 22301:2019

for the Digital Individuals and
‘Orgenizations at emdha Information Technology, ot AlMousa Centes, Towes 3, 6th Floor, Sute
366, Olaya, Riyach 11431 Saudh Arabia.

For and on behalf of BSI:

e

Theuns Kotze, Menaging Director Assuronce - IMETA

Original Registration Date: 2023-01-05
Latest Revision Date: 2023-01-05

Effective Date: 2023-01-05
Expiey Date: 2026-01-04
Page: 10f1

making excellence a habit’




Service Overview B, ..

Easy, Quick and User-Friendly Enrollment Process emdha

Trust Service Provider

Quick One-Time
Enrolment

Review Document(s) Sign and Share

f

Types of Certificates Trusted, Secured and Easy Offerings and Value Proposition
* Individual Certificate Enrolment

* Organization User Certificate * Bank / NIC-IAM KYC 7 bl e Ty Eiden

* Authorized Signatory Certificate * ID Verification through 7 Clgwsllosee) st e se o
+ Organization Digital Stamp National KYC * On-premise workflow solution

S_Téﬁlf_ifﬁ IDENTITY Lite Assurance Certificate

Digital Signature Certificate

e Other Trusted KYC Sources

Seamless user experience




Model#1l

Individual Signatory

TSP Service Types

Model#2

Signing with Organization Capacity

u- claal

emdha

Trust Service Provider

Stamp, QR-Code & Signature Appearance

Authorized Signatory

Organization Role
Signatory

™

Signed by: Saleh
wawgs alle Youssef
Reason: EMDHA
Sign Service
Location: RIYADH
Date: 2021-04-17
12:03:42

m— =TT}

emdha

emdha User Account
Vault (UAV)

Mobile App

Bank/Other
Trusted KYC

S Qe
DIGITAL IDENTITY

Subscriber Portal

Organization Portal

L XX X-1 -2 X 1 J




Signing Flow (Model-l)

Signer’s Authentication using a trusted source

Customer Business
Layer

Business Applications

SAP / Oracle / CRM / BPM

/ HRMS / DMS /

J ] Correspondence Systems
% and so on....

< > f—‘\ Integration Kit / SDK

Internet — E] 7

u Embed Signat‘ure on doc

User / Customer Document Workflow

Internet

ui claal

emdha

Trust Service Provider

|

Bank/Other

Trusted KYC

S Qe
DIGITAL IDENTITY

a

eSign Response

\ 4

) cLonl

emdha

v’ Validate Request

v’ Generate Certificate
v' Sign Doc Hash

v’ Destroy Keys

Remote Sign Service
Provider




Signing Flow (Model-Il)

Signer’s Authentication using a trusted source

%

I <

Customer Business
Layer

Internet

User / Customer

S Qe
DIGITAL IDENTITY

\ 4

Business Applications

SAP / Oracle / CRM / BPM
/ HRMS / DMS /
Correspondence Systems

and so on....r\
\N\a4

Document Workflow

-

ul cLanl G
rnlljha,Slgner G/W

e

Internet

eSign Request

eSign Response

-

q claal

emdha

Trust Service Provider

.E.*l!g

emdha

v Validate Request

v’ Generate Certificate
v" Sign Doc Hash

v’ Destroy Keys

Remote Sign Service
Provider

MFA through Nafath App
(National IAM Service)

emdha User
Account Vault
(UAV)

*UAV is populated from
the KYC information

received from National
IAM Service




BTC

Request For Quotation
(Received by Telephone Call)

Sample Digitally Signed Document B4

What You See Is What You Sign (WYSIWS) — Using emdha “UAV”

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

correspond to the selected entry.

Show all certification paths found

[ Saudi National Root CA
[ BTC Licensed CA
= EMDHA eSign CA
gy 7dho il g

Summary Details

Gl

Issued by:

Valid from:
Valid to:

Intended usage:

Revocation Trust

gy 7l wilas zlls Saleh Fdai Saleh Yousef

el
EMDHA eSign CA

Baud Telecom Company

2022/05/17 18:37:43 +03'00°

2022/05/17 19:07:43 +03'00°

Policies Legal Notice

Digital Signature, Non-Repudiation, Document
Signing, Acrobat Authentic Documents

Export...

claal
emdha

Trust Service Provider

(Model#2)

Date 1-1-2022 Time 10:00AM
Customer Information:
Company Name XYZ
Caller Name Mohammad
Telephone 011-4663000 Fax - Mohile 011-4663000
E-mail
Requirement: >
5. No Description Cuantity
1 Digital Signature Solution 10,000
Important Notes:
Name Date
Prepared by Saleh (BTC)
Approved by Saleh (emdha) 1-1-2022
E- LE-
Rt 2
3 o
4
=l =
Sales-DLE-1

A 4

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

= Saudi National Root CA
(= BTC Licensed CA
= EMDHA eSign CA
LAl 19

Summary Details

lel

Issued by:

Valid from:
Valid to:

Intended usage:

Revocation Trust Policies Legal Notice

SV Lai\l amy &y Baud Telecom Company
oaly

EMDHA eSign CA

Baud Telecom Company

2022/05/25 12:48:20 +03'00"

2022/05/25 13:18:20 +03'00"

Digital Signature, Non-Repudiation, Document
Signing, Acrobat Authentic Documents

Export...




BTC Request For Quotation

het (Received by Telephone Call)

Date 1-1-2022 Time

10:00AM

Customer Information:

Company Name XYZ

Caller Name Mohammad

Telephone 011-4663000 Fax - Mobile 011-4663000
E-mail

Requirement:

5. No Description

Cuantity

1 Digital Signature Solution

10,000

Important Note:

Name
Prepared by Saleh (BTC)
Approved by Saleh (emdha) 1-1-2022

Sales-0LE-1

Sample Digitally Signed Document

What You See Is What You Sign (WYSIWS) - Using emdha “UAV”

q clanl | Signature Verification

emdha

(Model#2)

L. +966 011 466 3000 £ info@emdha.sa

A 4

Signer Details

The document was signed by aws 2Jlo ilis »Jlo Saleh Fdai Saleh Yousef ,SA. The
following are the detalls of the certificate used.

Signature Verified

v

Version

v3

Serial Number

803e6c94f3dfd7ef0df2059396ea9a30

Signature Algorithm

SHA256withRSA

Issuer

CN=EMDHA eSign CA

ORGANISATION = Baud Telecom Company

COUNTRY = SA

Valid From

17 May 2022 18:37:43 +03:00

Valid To

17 May 2022 19:07:43 +03:00

Subject

CN=iusgs 2llo ,il1d 2llo Saleh Fdai Saleh Yousef
SERIALNUMBER=7993c09992¢616645fd087a45d7d5acdd5d8d29cd9556e94f1fcba536f3cc99
ORGANISATION UNIT = Ll

ORGANISATION = &l slaall &2 <Laal

PSEUDONYM=11115

0ID.2.5.4.97=1010627971

UNIQUE IDENTIFIER=03410036613139373833306665323462663065393764383961393136393
56139.
PHONE=aa637cfef14974860144a9c4200edeedee61d6a0fc1030e86ce01c19cc1cectl
LOCALITY = Riyadh (Riyadh Principality)

STATE = Riyadh

COUNTRY = SA

Public Key Algorithm

ECDSA (256)

Key Usage

Digital Signature, Non-Repudiation

Thumb Print Algorithm

SHA1

Thumb Print

b6 e8 26 98 74 81 11 d0 4c f5 7c 9f 87 41 77 99 63 78 6a el

Subject Alternative Names
[syoussef@emdha.sa)

Signed Document URL: Please click here to download the Signed document.

The document ID for the signed document Is: 58b305778cb65924912b8f585a031c1e6
00a9397a4812aeed66c0f3b09dce224

You can use this document ID to verify the authenticity of the signed document by comparing with th
e "Doc Id" present in the signature

For Example:

123456789abcdef123456789abcdef123456789ab
Document ID &

claal
emdha

Trust Service Provider
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s YOY Growth Statistics

CUSTOMERS TRANSACTIONS
35 . 1c0 CAGR: 273%
CAGR: 16% | 500000
30
20,00,000
25
20 15,00,000
15
10,00,000
10
5,00,000
5
0
0 Transactions
2020 2021 2022 2023
H 2020 39,554
1 Other 3 0 5 1
m2021 13,15,456
B Government 1 9 16 3
. m 2022 20,43,940
M Finance 16 16 10 4
m 2023 10,55,779

M Finance ™ Government & Other
2020 m2021 ®m2022 =2023

o &0



Few of our esteemed Customers...

em.dh.a
Banking Clients(9) e
iyl
~ Wl L& s2ocul | |
¢l Wpao il Wbl Ll i [ A Ltialll ool <Ll
S N B Al Ra]hl Bank Basnaqul':jei Rigad Bank v The Saudi Investment Bank
Fransi
SIS, q n b GIB | sameo il e
Bank Albilad ol 2 gLl oL
Financial Companies (16)
Abdul Latif Jameel &% . : dg.qu).;:pl . : oy
FINANCE é‘: LEJRIAEI“_ION! ﬁ BLOMINVEST aljabr finance ﬂ‘}\lﬁ-'! D , _,A’,f]__,]o--.]hbagm
ARA e g e 14 AR e TANM EYA \ Dar Al Tamleek Co
%ENCE wéugmamggg 4
P NFH | Lo/ | ol " tavseer O JUWRREN &' L i
s = Lgoillf NayiFat Lo SIZUSE |AaMeAk o o TR

S Qe
DIGITAL IDENTITY



Few of our esteemed Customers... &, ..,

Fintech Companies (20) e
I Ny Q | S0 | wu
g%!-;l;% Sukuk Capital FORUS
3 = b i ©
BAKfintech digalll (s o
nie Omaro | DMOGS | P | O i
A JeQ) l:|_ !
€ Lendo Wethaq o gy L AN JJ?BrI
< o Qymce

DIGITAL IDENTITY




Few of our esteemed Customers...

Private Companies (9)

Q  ><clw DAR
8§ SAED AL ARKAN
(_J'L.EL.’Q‘O e - .-.,
Mobily BE/AHEAD ul__<)X1l>
[v I"b"l a f/\_/?

v (\ 7“} W P — T Salonll il s dego
q—[;gg (C\’) Al Jomaih Holding G'I.I gliaammahii%uﬂpitalsm
. WHITE ESNAD

S Qe
DIGITAL IDENTITY

Trust Service Provider



~ Few of our esteemed Customers...
Government Agencies (27)

Adldhadlre) aSloll divall Q
Rouyal Commission for AlUla

Tourism (99a—io

Development du__oiill
Fund U:\l_oul

auclypl drolll ggain

Agricultural Development Fund

yagoull duspell 85 Looll

Kafalah

aln iU Gikhgll jA 1ol
National Center for Meteorology
tyagoull dppell d5looll

Saudi Electricity Company
eadal go Ylish Josi

\)(. £ Lo oS A3 gacd| AS HY

o)

T HHICONH

SAUDI EXIM

Sage wllalpi wllg pa millél iy

L SLA & bl
Ministry of Culture

Olledll yibgll jSpoll

National Events Center

%

‘ ’0

w)aillg puleill pugdi dus

Education & Training Evaluation Commission

LLOJJJQ.oLnJIqu.aJI//

TRANSPORT GENERAL AUTHORITY "

CI.U.LGLT.QJJG.DLQ”O.LLE.‘J\\V

General Authority for Competition

roMQJ
TAQEEN

dpgouwllamglanllaalmgllaim
SAUDI GEOLOGICAL SURVEY
WWW.sgs.org.sa

-

ool (pginallaie =7 N,
&10g5all alyiiially { D€
"\ N&

Local Content & Government
Procurement Authority |\ S

\\\.

—
/ F KAPSARC

Aulg il Gigauly wilwljal) allla e @l _lallj S0
King Abdullah Petroleum Studies and Research Center

S/\R

sl boghadll dsgeaul dSyddl

=

& llall oleall &5l dolell dutwgell

Saline Water Conversion Corporation (SWCC)

dadpill déhiall ailal

alrgllaamd Ellnll auisn
King Fahad National Library

=< 1lall
R
’\u'l

KING ABDULAZIZ PUBLIC LIBRARY

=

13

+
.--’“

J—iloda = nl>o
University of Ha'il

Gla gjdaspw
& yadill Bl
Remat Al-Riyadh

J99—1ivl 6)ljg
agpallg aalyl

Ministry of Municipal & Rural Affairs

< n~Qymce
DIGITAL IDENTITY
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Thank You....

< i Qace
DIGITAL IDENTITY
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