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-many Introduction

emdha Trust Services Provider (emdha TSP)

Ba

Formed in 2019, 100% Subsidiary of BTC Networks
Provider of Digital Signature, Trust Services & Workflow Applications
Certified by Webtrust for Certification Authorities (WT4CA)

Members of :
* Cloud Signature Consortium (CSC) — Executive Member
* Asia PKI = Principal Member
* FIDO - Associate Member

ud Telecom Company (BTC Networks)
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Formed in 1976, 100% Saudi Ownership ,W
Focus on introducing state-of-art technologies to Saudi Arabia in Information Technology & Communications S E RVI C E }?y’

More than 1200 employees ‘
Highest Partnership Relationship with more than 100+ technology vendors P ROVI D E R
Annual Revenues : > 1 Billion SAR (USD 267 Million)

ISO 9001 Certified

Licensed Operators for : VSAT, NOC, SOC, Cloud Services & Digital Signature (emdha)
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Regional Player with presence in Egypt, Jordan & Lebanon
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e Timeline — PKI Journey in Saudi Arabia -1/2

4 N f N 4 N
Establishment of eTransactions Establishment of
NCDC under Law Government CA
KACST March 2007 May 2009

LZOO]' Y \_ J A\ Y

f N
NCDC transferred Establishment of
to MCIT Root CA

2005
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ai: Timeline — PKI Journey in Saudi Arabia — 2/2
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Vision 2030
Announced

April 2016

~
Establishment of
emdha’s CA

December 2019

Commercial CA
License Award

January 2017
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Launch of emdha
eSign Services
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Webtrust for CA
Certification &
Renewal

May 2020, 2021,
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emdha

PKI Hierarchy

Owned and

Managed By

DGA

BTC

STC

DGA

BTC

STC

INn KSA

Certification Authority (CA)

Saudi National Root CA

STCS Intermediate CA
Government CA

emdha eSign CA

BTC Licensed CA

emdha TSA CA

STCS Qualified
CA

STCS Identity
CA

CA Type

Saudi Arabia
Trust Anchor

Level 1 (L1)
Intermediate CA

Level 2 (L2)
Issuing CA
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emdha

KSA Trust services framework overview — Future State

Visibility

TRUSTED LIST\

Recognition

MUTUAL RECOGNITION \

F
Governance / GOVERNANCE \ ’W

& Control
SERVICE
& SUPERVISORY REGIME
Licensing e
Conformity or Renewal ) Regular Termination P ROVI D E R
Assessment of License & ad hoc ) audit

(initial audit) ( Audits

Framework

Regulatory / TRUST SERVICES LEGAL PROVISIONS \

Primary Legislation — Secondary Legislation

Techtiology / BEST PRACTICES & INTERNATIONAL STANDARDS \
Frarnework/

Tools (incl. Trusted list automation tools) \




.z About emdha Trust Service Provider (TSP)

v

Paperless and Presence-less Signing Service

1%t Certification Authority (CA) in KSA to be Licensed By '\c|1'c :ﬁﬁfli“f:i &uul:,l::::::ﬁ
J Technology Commission
%
st : : uuibgll j5pall
15t CA in KSA to be Recognized By ﬁfﬁ'“ﬁiﬂiﬁ’ oy &L
15t CA in KSA to receive the WebTrust Seal

Trusted By global root stores

Compliant to KSA eTransaction Law, Article 14
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i amdha eSign - Key Advantages
Enhanced Mobile App for Users/Subscribers to SIGN ON THE GO -

v More secure — Certificates not stored in 3" party system

v Multiple User Signatures in One Document

v Long-term Validation (LTV)

Digitally Signed by: .
Name: Abdullah Al

Location: Riyadh

v" Bulk signing of documents (up to 10 docs)
v" Sign as an Individual or Legal Person or Legal Entity

v" Secured Digital Seal with Timestamp for Organization

v" Self-service portal for Individuals and Organizations

v" Highly secured Short-Lived Certificates




Few of our esteemed Customers... B4, .on

Trust Service Provider

Banking Clients (9)
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Financial Companies (11)

grealall ) 0D

\ul—‘-ul 5 ,
Abdul Latif jJameel & \ts, ST LEaSing aljabr finance | IARAH . 5;13;2 iagoud
v nnnnnn Jugaill
QUARA L_JlilJLL“ TAYSEER rJ ool
FINANCE d fiIFat alguUSr

S Qe
DIGITAL IDENTITY



Few of our esteemed Customers...

Fintech Companies (19)
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Trust Service Provider



Few of our esteemed Customers... B4, oo

Government Agencies (17)

Tourism (99a—iv
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Private Companies (5)
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Trust Service Provider
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emdha Signing FIOW IDENTITY

Signer’s Authentication using a trusted source

Customer Business
Layer

Business Applications Internet m. s
@ = L

SAP / Oracle / CRM / BPM —r
/ HRMS / DMS / $ emdha
Correspondence Systems _

. - and so On""r\ eSign Request . v' Validate Request

a
v

v' Generate Certificate
v" Sign Doc Hash

eSign Response
v’ Destroy Keys

Document Workflow

Internet

User / Customer

Remote Sign Service
Provider

A A

emdha User
Account Vault
KYC (UAV)

National Trusted

A 4
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Request For Quotation
BTC (Received by Telephone Call)

Date 1-1-2022 Time 10:00AM

Customer Information:

Company Name XYZ

Caller Name Mohammad

Telephone 011-4663000 Fax - Mobile 011-4663000

E-mail

Sl
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Digitally Sighed Document Final Result
What You See Is What You Sign (WYSIWS)

Requirement:

5. No Description

Quanitity

1 Digital Signature Solution 10,000

Important Notes:

Name

Prepared by Saleh (BTC)

Approved by Saleh (emdha)

Sales-ILE-1

A 4

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details

correspond to the selected entry.

Show all certification paths found

= Saudi National Reot CA
[= BTC Licensed CA
= EMDHA eSign CA u
Cwgs o 16 o &

Summary Details

Issued by:

Valid from:
Valid to:

Intended usage:

Revocation Trust Policies Legal Notice

Ciwg) bs ilis Lo Saleh Fdai Saleh Yousef
]

EMDHA eSign CA

Baud Telecom Company

2022/05/17 18:37:43 +03'00"

2022/05/17 19:07:43 +03°00°

Digital Signature, Non-Repudiation, Document
Signing, Acrobat Authentic Documents

Export...

A 4

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

Show all certification paths found

(= Saudi National Root CA
[ BTC Licensed CA
= EMDHA eSign CA
VLA 1y S

Summary Details Revocation Trust Policies Legal Notice

Lﬂ. SYLaill) asy @b Baud Telecom Company
ol
Issued by: EMDHA eSign CA
Baud Telecom Company
Valid from:  2022/05/25 12:48:20 +03'00'

Valid to:  2022/05/25 13:18:20 +03'00"

Intended usage: | Digital Signature, Non-Repudiation, Document
Signing, Acrobat Authentic Documents

Export...




BTC

Date

Request For Quotation
(Received by Telephone Call)

1-1-2022 Time

10:00AM

Customer Information:

Company Name

Caller Name

Mohammad

Telephone

011-4663000 Fax -

Mobile

011-4663000

E-mail

Description Quantity
1 Digital Signature Solution 10,000
Important Notes:
Name Siguature Date
Prepared by Saleh (BTC) g"‘M W 1-1-2022
Approved by Saleh (emdha) 1-1-2022

Sales-0LE-1

Digitally Signed Document Final Result
What You See Is What You Sign (WYSIWS)

\ 4

Signature Verification

. +966 011 466 3000 & info@emdha.sa

Signer Details

The document was signed by wius: zllo il zlLo Saleh Fdai Saleh Yousef ,SA. The
following are the details of the certificate used.

Signature Verified

v

Version

v3

Serial Number

803e6c943dfd7ef0df2059396ea9a30

Signature Algorithm

SHA256withRSA

Issuer

CN=EMDHA eSign CA

ORGANISATION = Baud Telecom Company

COUNTRY = SA

Valid From

17 May 2022 18:37:43 +03:00

Valid To

17 May 2022 19:07:43 +03:00

Subject

CN=iugy 2o ils zllo Saleh Fdai Saleh Yousef
SERIALNUMBER=7993c09992c61 7a45d 1
ORGANISATION UNIT = _s01

ORGANISATION = &laglasll &4 <Liaal

PSEUDONYM=11115

0ID.2.5.4.97=1010627971

UNIQUE IDENTIFIER=03410036613139373833306665323462663065393764383961393136393
56139.
PHONE=aa637cfef14974860144a9c4200edeedee61d6a0fc1030e86ce01c19ccicec6
LOCALITY = Riyadh (Riyadh Principality)

STATE = Riyadh

COUNTRY = SA

Public Key Algorithm
ECDSA (256)

Key Usage
Digital Signature, Non-Repudiation

Thumb Print Algorithm
SHA-T

Thumb Print
b6 e8 26 98 74 81 11 d0 4c f5 7c 9f 87 41 77 99 63 78 6a el

Subject Alternative Names
[syoussef@emdha.sa]

Signed Document URL: Please click here to download the Signed document.

The document ID for the signed document is: 58b305778cb65924912b8f585a031c1e6
00a9397a4812aeed66c0f3b09dce224

You can use this document ID to verify the authenticity of the signed document by comparing with th
e "Doc Id" present in the signature

For Example:

123456789abcdef123456789abcdef123456789ab  ——
Document ID p.
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Thank You....
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