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Overall PKI Infrastructure & Applications
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Online Authentication & Identification Services in Taiwan
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Deployment Architecture

INTRANET
(Ministry of Interior)

- ;— ¥ pPC
@gis CQ p | INTERNET

F|rewaII
. Web server
users g
) —

FIDO server
(FIDO2+UAF)

© is | © 2019 Egis Technology Inc. CONFIDENTIAL
@. g g



PKl-based ID Proofing for FIDO (2019)

o On PC’s browser, use MOICA Card or elD Card to request for a code (OTP)

@) Download App on smartphone www ®

Online Authentication
Last Step...
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Online ID Proofing (2020~)

Desktop 1 ' Fill in basic information 2  Upload both sides of ID Card

Service Portal
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Over-the-Counter ID Proofing (2020~)

o Present and check dual-identification document and issue OTP Code

Code 456524

e Download the client authenticator (App)
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Use Case #1: Access to Citizen Service Portal
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Use Case #2: Access Citizen’s My Data
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Toward a Smart Sustainable Human-centric DIGI+
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Creating a friendly
legal environment

Fostering interdisciplinary
digital talents

Constructing a beneficial infrastructure for digital innovation

Intelligent Cities

Researching and developing
cutting-edge digital technology

Energetic trading
Digital finance

Open society
Data economy

Online application
rate: 27.6%
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3M users
2022

Milestones

Online application
rate: 50%

3.0pen &
Popularization 1

* Over-the-Counter ID
Proofing

» Support/work with non-
government services
(Telecomm, Finance, etc.)

1M users
2020~2021

0.9M users
2019~2020
* Online ID proofing (Selfie & New elD)
» Central & Local Government
Applications
« Support/work with various PKls

» PKI-based ID proofing
« MOI’s citizen services
e Pilots on inter-ministerial services
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00 @me Related Issues & Challenges
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Pros and Cons

PKI

User Experience

Mobility & Device Coverage
Ecosystem & Openness
Online / Offline Usage
Policy & Regulation

Cost Effectiveness
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QUESTIONS & EXCHANGE

v wchwang@iii.org.tw
v karen.chang@egistec.com
v shally@iii.org.tw
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