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Thailand National Root CA

Thailand NRCA has been operated by Electronic
Transactions Development Agency (ETDA) since 2011
to create trust in electronic transactions and shape
the landscape for digital identification.

To achieve the goals, Thailand NRCA certifies the
public keys of the licensed CAs, which are qualified
CAs, to enable users to verify a certificate issued by
a licensed CA. The users subsequently can ensure
that their transactions are enforceable by law.

Therefore, Thailand NRCA is a critical infrastructure
for enabling and sustaining growth in digital
transformation through public supervision.



Certification Authorities in Thailand

2 Licensed CAs under Thailand NRCA:
* Thai Digital ID (private sector ca)
 INET CA (Private Sector CA)

Note: A private company is setting up and preparing to
apply to be a licensed CA

2 State-owned Enterprise CAs:
 CAT CA
 TOT CA

Note: they are preparing to apply to be a licensed CA




PKI Applications

 National Single Window
e E-Tax Invoice
 E-Certificate




National Single Window

©®

related logistics process

1. The Thai Customs Department

3. Department of Mineral Resources
5. Royal Forest Department

7. Department of Medical Sciences

9. Department of Primary Industries and Mines

11. Department of National Parks, Wildlife and Plant Conservation
13. Defense Industry Department

15. Port Authority of Thailand

17. Electrical and Electronics Institute

19. National Bureau of Agricultural Commodity and Food Standards
21. Excise Department

23. Food and Drug Administration

25. Department of Energy Business

27. Department of Fisheries

29. Department of Provincial Administration

31. Department of Livestock Development

agencies electronically integrated for the paperless customs procedures and the

2. Department of Industrial Works
4. Department of Disease Control
6. The Board of Investment of Thailand

8. Office of The National Broadcasting and Telecommunications Commission

10.
12.
14.
16.
18.
pAOR
22.
24,
26.
28.
30.
32.

Department of Mineral Fuels
Department of Land Transport
Rubber Authority of Thailand
Industrial Estate Authority of Thailand
Office of The Cane and Sugar Board
Department of Internal Trade

Thai Industrial Standards Institute
Office of Atoms for Peace

Fine Arts Department

Department of Agriculture
Department of Foreign trade

The Thai Chamber of Commerce and Board of Trade of Thailand

Reference: http://www.thainsw.net
Updated: O3 April 2020



National Single Window

* Over 3.8M transactions in
May 2020

 Reduce 60M bill of landings
(paper)

 Save up to 30M baht of
paper cost
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Reference: http://www.thainsw.net
Updated: 03 May 2020



E-tax Invoice

-=TAX

INVOICE

Applicable to companies with
annual revenue not greater than
30 million THB

PKI Time stamping is applied (do
not require a certificate for
digital signature)

Invoices are delivered from
sellers to Revenue department
and buyers via emails

361 companies registered

TAX

INVOICE & RECEIPT

Applicable to every company.
PKI digital signature is applied (require a
certificate under Thailand NRCA for
signing)
Invoices are delivered to Revenue
department via:
1) Host to Host via ebMS (ebXML format)
2) Web uploaders
3) Service providers

“9 companies registered




E-tax Invoice

B =-TAX

INVOICE

B =TAX

INVOICE & RECEIPT

Number of companies

85
51

2017 2018

e-Tax Invoice by email

2019

B e-Tax Invoice and Receipt




NSUNISAIAUNIY

% - E - - -
wikilafusaansmunndoudussiununsdinenu

. v
wildeoudbilidetusern

WBANTI ASelp

E-Certificate

Cabinet approves scheme for transforming documents issued
by government agencies into electronics documents on 2
April 2019. In the first phase, Office of Public Sector
Development Commission (OPDC), Digital Government
Development Agency (DGA) and Electronic Transactions
Development Agency (ETDA) are cooperating to enable
csovernment agencies to issue e-Certificate with 4
characteristics:

1) Human Readability — PDF/A-3 format

2) Exchangeability — attach XML document and Metadata

3) Verifiability — apply digital signature and QR code

4) Security Enhancement — e.g watermark




E-Certificate

Standards

Conformance

Standard: PDF/A-3U

ISO Name: ISO 19005-3 5
Status: not yet verified 1U8qmﬂmﬂi8ﬂauﬁ‘0ﬂ'liﬁ"mtﬂﬂ
Outputintent

Tuaygym v 12345
Identifier: SRGB IEC61966-2.1

Info: SRGB IEC61966-2.1 wininnuves duinnuianniguiaiivia (esrmsumvu)
poNlUBYIALY AW3UNS AauN?
wylsEdvnusEyvwiaviiiunna 1234567890123

WRUIENBUTINWNBEN Useinn Tuaygniaenensulssnu

Tuaugwatuliiongdusiwaui 01 Wiau waun1AN W.a. 2563 uiaiuil 08 Whau Ne¥aA
W.A. 2564

29NN (U Jufl 08 DU WWAIAY W.A. 2563

AUNURANIFUIARIE (BIANITUMNTL)




E-Certificate

Attachments

(8

Name ~ Descriptic

é‘: ™ Contentinfomation.xml Pdf Co..1 IUﬂumﬁmUi'SﬂﬂUﬁi]ﬂ'ﬁv‘hﬂﬁi'N

=]~

Tuoygyn wavil 12345
zé:r\/ﬂ&;;;gion:"l.o“ sl s WTWUHQ"I‘U‘UUG ﬁWUﬂQTUNWLﬂSﬁﬂaQ a (aaﬁmswwu)
<C°ntent:Id>528950f4-c7ae-4cb7—9e0a-55&19f8e9848</1d> aamxaummhﬁ dV{“NSLWI'l ﬂ%m')
<Data> <LicenceNo>12345</LicenceNo> wulsedmusemvwiaviiiuana 1234567890123

<FullName>gWr3uny Avuda</FullName>

<CatergoryBusiness>Tuayginaaattensulsesqu</CatergoryBusiness>
<CID>1234567890123</CID> AJS“’ﬂ?Unﬁﬂ wﬁ"JbEJN Userm !L”U’]U‘UWQW)'JEJ’N ﬂilﬂﬁﬁ’m

<0rganizationName>sunvunaunsguiandana (pvAn1suniwvu)</0rganizationName>
<AgentID>3191000017935</Agent I0> Maummmmm;mU‘uumu,mu'w 01 {fiau WOBAAYN W.A. 2563 uiiiui 08 1oy W wNAY

<AgentName>gwu5und fiwuna</AgentName> W.A. 2564
<AgentOrg>dnunvunmunsguIaadvia (avAn1sumayu)</AgentOrg>
<StartDate>
<Date>01</Date>
<Month>wguniau</Month>
<Year>2563</Year>
</StartDate>
<ExpireDate>
<Date>08</Date>
<Month>wguniau</Month>
<Year>2564</Year>
</ExpireDate>
<IssueDate>
<Date>08</Date>
<Month>wguniau</Month>
<Year>2563</Year>
</IssueDate>

20N Juil 08 AU NOBNIAL W.A. 2563

</Data>

</Content> ANMUNNUNRILISTUIAAINE (DIANISUMITL)
</Envelope> «




E-Certificate

(&

Signatures

[:z] ~ validate Al

v &J Rev. 1: Signed by dminanuanniguiadina (1

Signature is valid
of Trust obtained from Adobe Approvi

Document has not been modi

Field: Signature-1 on page 1

Tuaygmusenaufionmsiioens

) _ Tuaygw Wil 12345
wimhaues ddhanuiannisuiaidva (eswnisuma)
oenluaugalv awriuns faund
wwulsedndiusynvu/iaviiiynna 1234567890123

WiaUsznavgsnamasn Ussnm Tusygnimosansulssy
Tuaygnetuiifiongduauaiui 01 o waunAY WA, 2563 uiIiun 08 1oy NuAX
A, 2564

=

ponkvt au Juil 08 oy wgwn1AL W.A. 2563

o as

Digitally siened by dunauvianTisuiadava (e ANTRIVA) AMunurinuiIsSsuianIna ('E]\‘jf:‘l‘ NSUMLU)

Remark: signed for government used
Signature: 6c8ce666-0f2d-41f1-bcTc-0bédcf6e819a
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E-Certificate — System flow

Electronic Document Signing Process

Document Signing System

N

. / To be Signed PDF Doucment

~N >

€

O Upload document to
P Document Server Signing Server
the server /Web Server

Y -

@ Call time stamping server © Digitally Sign document by using mobile

Private Key
TimeStamp Server )




E-Certificate - Signing Process

Al AIS 4G 0954 < 99% ) all AIS 4G all AIS 4G 09:54 ¥ 99% -

©) aunu QR Code o @ aunu QR Code o

Enter iPhone passcode for “TEDA
Mobile Key"

0 0O 0O o o O

- -~

anninasaasiiadaasray
BN THADNBITDIAMAD
627419
TEDA | OK
Mobile Key

Reject Approve

aunu QR CODE (0] aunu QR CODE (0]

nayuiwaaunu QR Code

Success

naduiwaaunu QR Code nayuiweaunu QR Code

Cancel
_ :

© Scan QR Code @® Confirm transaction © Enter PIN O Notify the result




THANK YOU



